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Abstract

For three decades, the cypherpunk movement has fought for the right of individuals and publics to use digital cryptography —or
crypto—to defend their individual privacy and promote institutional transparency and accountability. The cypherpunks have also
fought for institutional transparency through various strategies of sousveillance. Yet the movement’s contribution to theories of
surveillance and the praxis of resistance have been largely overlooked by scholars. This essay bridges the gap between the movement
and the academy by outlining the normative and epistemological aspects of cypherpunk philosophy. Cypherpunk ethics is captured
by the normative cypherpunk slogan “privacy for the weak, transparency for the powerful.” Cypherpunk epistemology is a form of
data activism that calls for a hands-on response to the datafication of surveillance and relies upon both pro-active (transparency)
and re-active (privacy) strategies. While the cypherpunks are famously concerned about privacy, because cypherpunk philosophy
also calls for “transparency for the powerful,” cypherpunks have practiced a distinctive form of cypherpunk sousveillance. By
understanding that cypherpunk theory and practice each consist of two complementary dynamics— privacy/transparency, pro-
active/re-active—it becomes possible to understand that the cypherpunk movement provides the basis for activists and citizens to
resist large surveillance institutions like the National Security Agency and Google by altering information fluxes at the systemic
level. The cypherpunk movement provides an intelligible, viable, and effective model of data activism and strategic agency, and
this essay contributes to the pluralistic, multidisciplinary understanding of resistance to surveillance and practice of sousveillance
by outlining the basic normative, epistemic, and pragmatic aspects of cypherpunk theory and practice.

CEREAL: Snoop unto them... NIKON: ...as they snoop unto us.

— Hackers (1995)
When encryption is outlawed, figmujjo icy hwxish.

— Cypherpunk Proverb

Infroduction

The cypherpunk movement emerged in the early 1990s, advocating the widespread use of strong
cryptography as the best means for defending individual privacy and resisting authoritarian governments in
the digital age. Cryptography—or crypto, for short—is the “art and science of keeping messages secure”
(Schneier 1996: 1), and in the digital age, crypto is designed using complex mathematical formulas inside
the software we use daily (Holden 2017). For the cypherpunks, crypto was the central technological means
for preventing powerful institutions from dominating the lives of individuals. “At the core of the cypherpunk
philosophy,” Robert Manne (2011) explains, is “the belief that the great question of politics in the age of
the internet was whether the state would strangle individual freedom and privacy through its capacity for
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electronic surveillance or whether autonomous individuals would eventually undermine and even destroy
the state through their deployment of electronic weapons newly at hand.” For the cypherpunks, censorship
and surveillance were the twin evils of the computer age, and for that reason, Manne (2011) observes, “The
deepest institutional enemy of the cypherpunks was the National Security Agency.” Throughout the 1990s,
during what has been called the Crypto War, the cypherpunks were part of a coalition of anti-surveillance
privacy activists who went toe-to-toe with the National Security Agency (NSA) and the Federal Bureau of
Investigation (FBI), challenging the United States government’s attempt to unilaterally control digital
cryptography (Levy 2001; Greenberg 2012). The NSA and the FBI opposed the widespread use of crypto
because they believed it would undermine national security intelligence gathering and evidence gathering
for law enforcement purposes. In contrast, the cypherpunks argued that a society deprived of the security
and privacy afforded by crypto would devolve into sheer authoritarianism. In the end, the cypherpunks’
eventual victory in the Crypto War helped make strong crypto available for the global public.!

Despite the cypherpunks’ role in the history of anti-surveillance activism, their theoretical contributions to
our understanding of surveillance—and, more importantly, their strategies of resistance in the face of
surveillance systems—have been rarely observed and largely misunderstood within the field of surveillance
studies. David Brin (1998: 194) has accused the cypherpunks of hypocrisy, claiming that their concerns
about privacy were the product of “the type of self-righteous tunnel vision that might keep us from finding
useful answers to some of the perils we will face in the coming decades.” For Brin (1998: 19), the problem
was that the cypherpunks vacillated between two contradictory principles: Principle A, which holds that
increased information or data flows are dangerous, and Principle B, which holds that increased information
or data flows are beneficial. In Brin’s (1998: 20) view, the cypherpunks were “self-righteously demanding”
more transparency for their opponents than they were willing to take on themselves. More recently, Mir
Adnan Ali and Steve Mann (2013) have situated cypherpunk advocacy for encryption-based privacy as the
inverse of their project of sousveillance. “Both enable control over the information in a transaction,” Ali
and Mann (2013: 253) write, “cryptography by giving the option to keep it private, and veillance by giving
the option to share it.”

Notwithstanding their different aims and reasons, Brin (1998) and Ali and Mann (2013) each misconstrue
some aspect of cypherpunk philosophy. Ali and Mann (2013), on one hand, view the cypherpunks as having
something to say about privacy but nothing to say about veillance, especially sousveillance. Yet the central
principle of the cypherpunk movement can be expressed in a simple but elegant slogan: “privacy for the
weak, transparency for the powerful” (Assange et al. 2012). “The cypherpunks,” Suelette Dreyfus observes,
“believed in the right of the individual to personal privacy—and the responsibility of the government to be
open, transparent and fully accountable to the public” (Dreyfus 2012: xii). While cypherpunks believe that
crypto can defend individual privacy, they also believe that crypto promotes transparency through a
distinctive form of sousveillance. In other words, Ali and Mann (2013) fail to appreciate the cypherpunk
insight that crypto can be used as a means of conducting sousveillance and not simply as an anti-surveillance
tool.

Brin (1998), on the other hand, fails to recognize the cypherpunk insight that surveillance and transparency
only take on meaning in the context of power relations (Mann 2020). As Adam Moore (2011: 152) incisively
notes, “One marker of power is the ability to demand information disclosures from others while keeping
one’s own information secret.” As one of the foremost proponents of cypherpunk philosophy today
(Assange et al. 2012), Julian Assange (2014) argues that privacy should not be defended because it is
inherently valuable; instead, he says, it should be defended within a “calculus of power,” for “the destruction
of privacy widens the existing power imbalance between the ruling factions and everyone else.”

! To insure against changing URLs and disappearing content, most of the web sources cited in this article are
referenced using the “archive.today” service. Going to the URLs in the References will allow you to access the
archived webpage, which also provides the site’s original link.
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This essay initiates a conversation between the cypherpunk movement and surveillance studies by showing
how the basic principle of cypherpunk philosophy—which I will call cypherpunk ethics—expands our
understanding of data activism as resistance to surveillance in the digital age. Though this project is
sympathetic to the cypherpunk worldview, its primary aim is to describe and systematize key aspects of
cypherpunk philosophy as a means of better understanding, and perhaps learning from, the movement’s
resistance strategies. The notion of “resistance” in surveillance studies is both pluralistic and
multidisciplinary (Martin, van Brakel, and Barnhard 2009), and the account of cypherpunk ethics presented
here expands upon this pluralism by presenting the general principles of the cypherpunk movement as yet
another resistance paradigm. Jonah Bossewitch and Aram Sinnreich (2012: 225) argue that “in the face of
the communication infrastructure’s increasing scope and complexity, individuals will require simple and
effective models of participation to avoid paralysis and to catalyze strategic agency.” The cypherpunk model
of resistance provides such a model.

The essay proceeds in four sections. The first section outlines the fundamental normative principles of
cypherpunk ethics by placing the cypherpunk notion “privacy for the weak, transparency for the powerful”
into its historical and theoretical context, explaining the cypherpunks’ role in the Crypto Wars of the 1990s,
and highlighting the place of power in cypherpunk conceptions of privacy, secrecy, and transparency.” Like
all social movements, there are ideological and ethical disagreements among the participants of the
cypherpunk movement. While this paper offers a cypherpunk perspective on surveillance and sousveillance,
it does not claim to offer the cypherpunk perspective on these issues. While other studies have noted the
internal ideological disagreements among cypherpunks (Manne 2011; Greenberg 2012), this paper focuses
on the more often overlooked intergenerational disagreements within the movement. As a result, the
cypherpunk perspective offered here specifically reflects cypherpunk philosophy as it is articulated by the
most prolific third-generation cypherpunk authors.

The second section outlines the basic features of cypherpunk epistemology, a form of data activism that
gives priority to encryption in its calls for a hands-on response to the datafication of surveillance and in its
reliance upon both pro-active (transparency) and re-active (privacy) strategies. Using WikiLeaks as a case
study in the applied use of the normative principle “transparency for the powerful,” the third section outlines
a cypherpunk mode of transparency activism called cypherpunk sousveillance, a form of sousveillance that
emphasizes the formal aspects of digital data sousveillance.’ The fourth section situates cypherpunk data
activism within what Bossewitch and Sinnreich (2012) have called the field of “information flux,”
demonstrating its potential practical effects when deployed within and among existing surveillance
assemblages (Haggerty and Ericson 2000). While institutions like the NSA and Google can be defined as
information black holes—collecting all external data and emitting no internal data—the cypherpunk
principle “privacy for the weak, transparency for the powerful” suggests that individuals can most
successfully fight these information black holes by mirroring their behavior and becoming black holes. Here,
the cypherpunk notion “privacy for the weak, transparency for the powerful” and its simultaneous pro-active
and re-active strategy of data activism provide a possible basis for reversing information fluxes at the
systemic level.

By understanding the normative claims of cypherpunk ethics and the epistemic orientation of cypherpunk
epistemology, it becomes possible to recognize a form of cypherpunk sousveillance and to see the

2 The first section of this essay draws inspiration from Ashlin Lee’s (2015) application of ethno-epistemic
assemblages (EEAs) to surveillance studies. This section can be considered a case study in EEA, looking at the ways
in which the cypherpunks developed their surveillance consciousness in context. Though space does not permit a full
treatment, while the cypherpunks’ slogan seems to imply a simple individual/institution surveillance binary, most
members of the movement are hackers and thus think in terms of cybernetics or networked systems. For an account
of cybernetics as the basis of the hacker worldview, see Turner (2006). For a discussion of Assange’s cybernetic
thinking, see Brunton (2011).

3 Mette Mortensen (2014) has interpreted WikiLeaks’ publication of the Collateral Murder video as a form of
sousveillance but neither develops the theoretical aspect nor connects it to the cypherpunk movement.
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cypherpunk movement as offering an intelligible, viable, and effective model of data activism and strategic
agency.

Privacy and Transparency in Cypherpunk Ethics

To understand the genesis of the normative cypherpunk principle “privacy for the weak, transparency for
the powerful,” it is necessary to see how the movement emerged as a reaction to the Crypto Wars, which
saw the US government face-off against computer specialists, privacy advocates, and hackers (Levy 2001).
It is also necessary to acknowledge that as the movement evolved from the 1990s to the 2000s, a second- or
third-generation of cypherpunks pushed the movement’s perspective beyond the first-generation’s emphasis
on privacy to also advocate for institutional transparency. While there is a great deal of intergenerational
agreement among the cypherpunks regarding privacy for the weak, there is also a great deal of
intergenerational disagreement among the cypherpunks regarding transparency for the powerful. It was
therefore only with the later generations of cypherpunks that the basic principle of cypherpunks ethics would
take on its full normative meaning.

The cypherpunks originally formed in response to attempts by the United States government to monopolize
cryptography by keeping it out of the hands of the public. In January 1991, Senator Joe Biden, head of the
Senate Judiciary Committee, cosponsored an anti-terrorism bill that would make it illegal for citizens to use
unbreakable encryption to secure and protect their electronic documents and communications. As the
legislation said, all telecommunications providers and device manufacturers “shall ensure that
communication systems permit the government to obtain the plaintext contents of voice, data, and other
communications when appropriately authorized by law” (qtd. in Levy 2001: 195). Shortly after this
proposed legislation was made public, a group of cryptology enthusiasts in the San Francisco Bay Area
decided to organize in opposition to the United States government’s attempts to suppress the public
availability of digital crypto. As a result, the cypherpunk movement was born (Levy 2001; Greenberg 2012).
Throughout the 1990s, the cypherpunks joined with other activists to challenge the government’s attempts
to monopolize crypto, intentionally and repeatedly provoking state backlash by finding and distributing
classified government documents about cryptology (Levy 2001). The government frequently attempted to
prosecute or silence the cypherpunks and other like-minded crypto advocates, but in the end, all charges
were dropped when a district court ruled that encryption software is code, code is speech, and speech is
protected by the First Amendment. “Government attempts to control encryption... may well implicate not
only First Amendment rights of cryptographers,” wrote Judge Betty Fletcher, “but also the constitutional
rights of each of us as potential recipients of encryption’s bounty” (qtd. in Levy 2001: 302).

Given the cypherpunks’ role in the Crypto War, it should come as no surprise that one half of their normative
framework calls for “privacy for the weak.” Cypherpunks commonly explain the threat to privacy in the
digital age by comparing it to the late-eighteenth century, when the Framers of the US Constitution lived
(Castronovo 2013). Back then, they say, it was possible for two people to walk to the edge of town and have
a private conversation, thereby making it extremely difficult for anyone to surveil them (Castronovo 2013).
In the digital age, however, when almost all communication and economic transactions take place over
networked computer systems, nothing is private—unless one uses encryption. Thus, in “A Cypherpunk’s
Manifesto,” Eric Hughes (2001: 81 argues that cryptography is a necessary tool for defending privacy in
“the electronic age.” As Hughes (2001: 81) defines it, “privacy is the power to selectively reveal oneself to
the world.” Unfortunately, he observes, “when my identity is revealed by the underlying mechanism of the
transaction”—as is the case with digital transactions and communications—*I have no privacy. I cannot
selectively reveal myself, I must always reveal myself” (Hughes 2001: 82). When an individual uses
encryption, however, they are empowered because their ability to selectively reveal themselves to the world
is restored. Because “we cannot expect governments, corporations, or other large, faceless organizations to
grant us privacy out of their beneficence,” Hughes (2001: 82) insists, “we must defend our own privacy if
we expect to have any.” From its inception to its present incarnations, participants in the cypherpunk
movement have generally shared a concern about privacy in the age of electronic communication.
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The cypherpunk concern for privacy has been widely acknowledged, but because most commentators focus
solely on the cypherpunks’ advocacy for privacy, the cypherpunk call for “transparency for the powerful”
has been underappreciated. There is also far more disagreement among cypherpunks about transparency
than there is about privacy. To understand the normative meaning of transparency for the powerful as the
cypherpunks conceive it, it is helpful to contrast two conceptions of this norm: Tim May’s crypto anarchist
conception of transparency and Julian Assange’s justice-oriented conception of transparency.

In Tim May’s (2001a) view, the cypherpunk movement is about promoting what he calls “crypto anarchy,”
a type of libertarian or anarcho-capitalist philosophy that identifies the widespread use of crypto as the
beginning of the end of nation-state governments. May (2001a) argues that digital crypto promises to
undermine the stability of nation-states in three ways. First, encrypting communication impedes the
government’s ability to surveil communications and censor information, which means that governments
would no longer be able to control thought or speech. Second, cryptocurrencies undermine the government’s
control over money and impedes the government’s power to collect taxes. A third reason for the eventual
collapse of government, May (2001b: 74) argues, is the fact that “liquid markets in information” would
“make secrets much harder to keep.” In May’s conception, most of these information markets would be
economically motivated, meaning that information including government secrets would be sold to the
highest bidders, but some of the information markets would attract whistleblowers and journalists. Not only
could whistleblowers use encryption to disclose documents anonymously, May (2001b: 69) writes, but “the
CIA can’t stop newsgroups, sites, or Web pages that give away its secrets.” For May, transparency for the
powerful primarily means transparency for governments, though corporations that foolishly leave their
documents unencrypted could become victims of corporate espionage. Nevertheless, he is clear that crypto
does not entail transparency all around. Capturing the cypherpunk slogan nicely in one passage, he writes:
“A subtle point: crypto-anarchy doesn’t mean a ‘no secrets’ society; it means a society in which individuals
must protect their own secrets and not count on governments or corporations to do it for them. It also means
‘public secrets,” like troop movements and stealth production plans, or the tricks of implanting wafers, will
not remain secret for long” (qtd. in Greenberg 2012: 90-91). In the end, May essentially understands
transparency descriptively, as a basic fact about the implications of the widespread use of cryptography.

While May’s (2001a) conception of cypherpunk transparency focuses largely on governments and provides
space for the selling of secret documents, Julian Assange (2016) sees transparency for the powerful as a
means of pursuing justice. On one hand, Assange does not differentiate governments, corporations,
intelligence agencies, and major political parties, for he sees them all on a spectrum of organizations and
institutions that attempt to gain as much power for themselves as possible. On the other hand, he eschews
the idea of information black markets where secret documents are bought and sold, for in his view, the
purpose of disclosing secret documents is not individual or organizational financial gain but justice,
accountability, and knowledge (Assange 2011). Assange therefore understands transparency not in terms of
market forces but in terms of modifying institutions in ways that make them potentially more just.
Furthermore, as a key figure among third-generation cypherpunks, Assange adds a normative dimension to
transparency that is missing from the thought of first-generation cypherpunks like May. Despite Assange’s
disagreement with May regarding how transparency will play out in practice, he nevertheless agrees that
encryption is the technological basis for the social and political practice. By building an encrypted
submission and publishing system, as Assange (2016) did with Wikileaks, it becomes possible for
whistleblowers to enforce transparency for the powerful without being detected, thus redistributing
information and thereby redistributing power.*

In this context, it becomes possible to see why some criticisms of the cypherpunks are misleading if not
misguided. First, we can see why Brin’s (1998) criticism of the cypherpunks misunderstands the nature of
the movement. Bossewitch and Sinnreich (2012: 231) argue that, because Brin (1998) naively treats all data

4 Chelsea Manning was discovered and arrested because she confessed her actions in a chatroom and her confidant
eventually reported her to the FBI (Zetter and Poulson 2010). To my knowledge, no other source of WikiLeaks” has
ever been discovered, with perhaps one exception. See Anderson (2020).
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collection as equal, he “fails to adequately account for the differential access to analytic processing power
available to different individuals and organizations in making sense—and use—of this data.” Lacking any
account of power dynamics, they add, Brin (1998) problematically equivocates “privacy” and “secrecy” and
therefore misunderstands the cypherpunks’ claims. In the cypherpunk worldview, it is wrong to equivocate
privacy and secrecy. Privacy is something that individuals and relatively powerless organizations are
permitted by right (and guaranteed by encryption), while secrecy is something that powerful organizations
use to hide their nefarious, unjust, and anti-democratic plans. In this context, transparency has nothing to
do with the privacy of individuals and relatively powerless organizations and has everything to do with the
secrecy used by those governments, corporations, major political parties, and surveillance agencies that
comprise what the cypherpunks view as an emerging “transnational surveillance dystopia” (Assange et al.
2012: 5). For the cypherpunks, therefore, privacy and secrecy are distinguished by power relations, and
transparency corresponds to secrecy only.’

Second, we can see why attempts to lump cypherpunks in with mainstream crypto advocacy movements in
fact distorts the broader visions of the movement. Some crypto advocates have been criticized for
prioritizing the concerns of middle-class whites in Western societies over colonized and otherwise racially
subjugated peoples, the people who experience the most directly violent and deadly results of datafication
and surveillance (Giirses, Kundnani, and Van Hoboken 2016). On this view, the problem is that most
mainstream Western crypto advocacy movements only oppose their government spying on them, while
maintaining a deferential attitude toward standard imperial and colonial foreign policy practices.

While this critique could certainly apply to privacy-oriented, first-generation cypherpunks, especially May,
whose thought unmistakably reflects a commitment to Western chauvinism (Greenberg 2012: 91-92), third-
generation cypherpunks take a far more cosmopolitan, anti-imperialist approach to crypto advocacy. Such
cypherpunks reject relying upon a “western eye” (Assange 2016: 144) when approaching global political
issues, and they have expressed unequivocal criticism of drone wars, regime change operations, global mass
surveillance, and imperial attempts to maintain and expand coercive spheres of influences (Assange et al.
2012; Assange 2015). For his own part, Assange has explicitly argued that crypto is an essential tool for
anticolonial national movements. “Cryptography can protect not just the civil liberties and rights of
individuals,” Assange (2013) argues, “but the sovereignty and independence of whole countries, solidarity
between groups with common cause, and the project of global emancipation. It can be used to fight not just
the tyranny of the state over the individual but the tyranny of the empire over smaller states.” In this context,
then, it becomes possible to appreciate the global meaning and application of “privacy for the weak,
transparency for the powerful,” the central principle of cypherpunk ethics.

The normative claims of the cypherpunks, then, entail a two-part principle through which individual privacy
is defended and institutional transparency is pursued. While crypto can be used to reinforce privacy for the
weak, as the first-generation cypherpunks advocated, it can also be used to promote transparency for the
powerful, as later generations of cypherpunks have insisted. This normative framework emerged from the
concrete political engagement of crypto advocates three decades ago and continues to provide a foundation
for the global data activism of the cypherpunk movement.

Cypherpunk Epistemology as Data Activism

Given its use of information technology and software to challenge the contemporary power distribution in
society, it should come as no surprise that, outside surveillance studies, the cypherpunk movement and its
participants are commonly understood under the rubric of “hackers” and “hacking” (Coleman and Golub
2008; Villena Saldafia 2011; Marechal 2013; Dewi Horstmann 2020; Di Salvo 2020). The cypherpunks

certainly share the playful and creative disposition of the original hacker cultures (Levy 2010; Assange et

3 The cypherpunk conceptions of secrecy and privacy thus differ from the conceptions offered in Sissela Bok’s (1982)
influential conception.
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al. 2012), but reducing the cypherpunks to “hackers” distorts our understanding of the movement in several
ways. First, the term “hacker” is a highly contested and sometimes polarizing term that now has too many
different meanings to too many different audiences, so calling the cypherpunks “hackers” may confuse more
than clarify. Second, the cypherpunk movement drew its original inspiration from cryptographers and not
hackers, two groups that were originally quite separate (Levy 2001). Third, most studies of the cypherpunks
as hackers treat the issues of privacy and transparency as mutually exclusive, thereby failing to understand
privacy and transparency as two sides of the same cypherpunk coin.

To move beyond the vagaries of the cypherpunk-as-hacker approach, we should instead situate the
cypherpunks under a technical definition of data activism. Stefania Milan and Lonneke van der Velden
(2016) argue that contemporary data activism can be defined by three key features: (1) it responds to the
datafication of surveillance and society; (2) it advocates a hands-on approach; and (3) it both engages and
appropriates digital surveillance and data technologies. Taken together, Milan and van der Velden (2016:
69) state that these features of data activism result in “alternative epistemologies” able to map new narratives
of “our datafied social reality.” They argue that this “conceptual map” provides a means for understanding
technology-focused social movements in a more dynamic way. Based on its origins, its dispositions, and its
principles, the cypherpunk movement embodies this conception of data activism, offering a cypherpunk
epistemology where crypto occupies a central role in negotiating digitally mediated social relations.

First, Milan and van der Velden (2016: 61) state that there has been a “fundamental paradigm shift brought
about by datafication.” Since the late 1980s, scholars have documented the shift away from the mid-
twentieth century trimodal conception of physical surveillance, psychological surveillance, and data
surveillance (Westin 1967) to a combined pattern of datafication and digitization that subsumes those three
modes under the rubric of dataveillance (Clarke 1988) and digital surveillance (Graham and Wood 2003).
In the twentieth century, digital data surveillance has superseded or incorporated almost all older forms
audio/video and electromagnetic databasing. Metadata is now a primary mode of surveillance, and its
collection is driven by an ideology that data is a raw material waiting to be harvested (van Dijck 2014).
Given this context, Milan and van der Velden (2016) suggest that data activists are in large part motivated
by their awareness of the ubiquity of digital data surveillance.

The cypherpunks express a keen awareness of digital data surveillance, an awareness that can be traced
genealogically back to the roots of the movement. David Chaum—who has been called “the prophet and
godfather of digital anonymity” (Greenberg 2012: 65) and “the ultimate cypherpunk” (Levy 2001: 213)—
was a mathematician and cryptographer whose writings influenced and in part inspired the formation of the
cypherpunk movement. In the early 1980s, Chaum (1985: 1030) was concerned about the traceability of
personal communications and transactions in national and global computerized systems, arguing that “The
foundation is being laid for a dossier society, in which computers could be used to infer individuals’ life-
styles, habits, whereabouts, and associations from data collected in ordinary consumer transactions.”
Importantly, Chaum’s reaction to the early trend of datafication was catalyzed by his reading of David
Burnham’s The Rise of the Computer State (2014), which presciently warned of the dangers of massive
computerized bureaucracies and databases that enable the tracking of every individual’s actions. “The loss
of privacy,” Burnham (2014: 9—10) writes, “is a key symptom of one of the fundamental social problems of
our age: the growing power of large public and private institutions in relation to the individual citizen,”
specifically the use of “computers and data bases and computerized communication networks™ and the ways
in which powerful institutions use these technologies to “influence what we think is important.” The
cypherpunks’ advocacy of strong crypto, therefore, emerged from the paradigm shift caused by datafication
and a growing perception of digital data surveillance.

Second, Milan and van der Velden (2016: 62) argue that data activists take a hands-on approach, making
sure not only to theorize but also to act, because they are inspired by “notions of access to information, code
tinkering, collaboration, and world improvement through technical fixes.” This hands-on disposition is
distinctly expressed in Hughes’ cypherpunk manifesto. “Cypherpunks write code,” Hughes (2001: 82-83)
famously writes. “The Cypherpunks are actively engaged in making the networks safer for privacy.” Indeed,
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cypherpunks created many digital tools using encryption, including anonymous email systems, digital
currencies, and other privacy and anonymity programs. Because “privacy extends only so far as the
cooperation of one’s fellows in society,” Hughes (2001: 82—83) explains that cypherpunk “code is free for
all to use.” Not only did the cypherpunks write code, then, they also distributed it for others to use, a practice
that remains a cypherpunk standard to today (Assange et al. 2012).

Third, and most importantly, Milan and van der Velden (2016) observe that data activists both engage and
appropriate digital surveillance and data technologies. For Milan and van der Velden (2016: 65—66), data
activism is polysemic and holistic: polysemic because it incorporates ‘“discrete but complementary means
to achieving political goals” and holistic because it is nuanced enough to recognize “the harmful and
productive qualities of the ‘big data’ phenomenon.” Thus, data activism simultaneously involves both re-
active data activism and pro-active data activism. Re-active data activism describes defensive activity, such
as using “encryption or anonymity networks to resist monitoring by state[s] and corporations,” while pro-
active data activism describes offensive activity, such as relying on data as a means of “supporting
alternative narratives of the social reality, questioning the truthfulness of other representations, denouncing
injustice, and advocating for change” (Milan and van der Velden 2016: 67). Though these two strategies
would seem contradictory to analyses like those offered by Brin (1998), Milan and van der Velden (2016:
67) insist that they are complementary because “both take information as a constitutive force in society
capable [of shaping] social reality.”

The cypherpunk slogan “privacy for the weak, transparency for the powerful” perfectly embodies the
synthesis of re-active and pro-active responses of data activism to datafication. When the cypherpunks
advocate the use of encryption to achieve privacy for the weak, they are taking a re-active approach to their
activism. End-to-end encrypted messaging applications, encrypted email accounts, virtual private networks
(VPNs), Tor browser, and Bitcoin all embody the defense mode of data activism. Likewise, when
cypherpunks advocate for the use of encryption to achieve transparency for the powerful, they are taking a
pro-active approach to their activism. Since the 1990s, cypherpunks have theorized and built a number of
crypto-based transparency platforms, such as Tim May’s BlackNet and John Young’s cryptome.org
(Greenberg 2012), yet Assange’s WikilLeaks may represent the most matured manifestation of this offensive
mode of data activism. In the case of WikiLeaks, secure encrypted submission drop boxes make it possible
to protect whistleblowers in a way that was not possible before the internet, thereby reducing the chances
that a whistleblower will be caught and thus lowering what Assange (2016) calls the “courage threshold.”
And because large, powerful institutions cannot function without massive digital bureaucracies (Assange
2016), Assange (2006, 2015) argues that the mere threat of documents leaking forces such institutions to
enact an endless series of defensive measures, reducing the ability of these institutions to carry out secretive,
harmful policies.

Milan and van der Velden (2016) explain that their conception of data activism is a spectrum, with re-active
and pro-active data activism on opposite ends. Some movements, they note, can synthesize the two ends of
the spectrum, but they do not explore the ways in which the cypherpunks stand as a paradigmatic example
of data activism so conceived. By understanding the cypherpunks as data activists in this way, we not only
better understand the nuances of cypherpunk ethics but also better understand what it means to bring re-
active and pro-active data activism together in a coherent approach to social and technological engagement.

Furthermore, while other movements may also be properly classified as data activism in this sense,
cypherpunk epistemology is distinctive in at least one sense: its emphasis on crypto. Many social movements
can and do rely on cryptography to preserve the integrity of their communications and to achieve other ends,
but the cypherpunks are clear that the movement follows from the technology (Assange et al. 2012).
Importantly, this emphasis on crypto suggests that cypherpunk epistemology taps into the logic of electronic
communication in ways that other alternative epistemologies may not. In his analysis of the telegraph, the
first electronic medium, James Carey (2009: 157, 162) argues that “the telegraph was not only a new tool
of commerce but also a thing to think with, an agency for the alteration of ideas,” a creation that reworked
“the nature of awareness itself.” By extension, the telegraph created the conditions for the transformation of
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encrypted communication. As the historian of cryptology David Kahn (1967: 189) unequivocally observes,
“The telegraph made cryptography was it is today.” Taken together, Carey (2009) and Kahn’s (1967)
insights suggest that crypto is a fundamental part of human awareness in the electronic age. To the extent
that the computer is an extension of the telegraph, as Carey (2009) suggests, cypherpunk epistemology
stands out among other forms of data activism by giving crypto a central technological and ethical role in
the movement’s activism.

As a form of data activism, then, cypherpunk epistemology understands the datafication of social relations
and responds with practical pro-active and re-active, offensive and defensive, strategies of resistance. As
such, cypherpunk epistemology represents a form of what Matthew Zaia (2019) has called oppositional and
participatory surveillance consciousness. Cypherpunk epistemology is oppositional because it contests
power relations by going up against surveillance, and it is participatory because it engages the digital
technologies that make contemporary surveillance possible, turning those technologies into technologies of
resistance.

Cypherpunk Sousveillance: Rethinking WikiLeaks

WikiLeaks founder Julian Assange was one of the original contributors to the cypherpunk mailing list and
today remains one of the most prominent spokespersons of the later generations of the movement (Manne
2011; Greenberg 2012; Assange et al. 2012). When Assange (2016) created WikiLeaks, he was motivated
by the cypherpunk demand for transparency for the powerful. As Assange (2011: 79) explains, “The
cypherpunk ethos allowed me to think about how to best oppose the efforts of oppressive bodies—
governments, corporations, surveillance agencies.... Regimes often rely on having control of the data, and
they can hurt people or oppress them or silence them by means of such control. My sense of the cypherpunk
ethos was that it could protect people against this.” WikiLeaks, therefore, embodies a practice of cypherpunk
sousveillance. Cypherpunk sousveillance agrees with more classical theories of sousveillance that relations
of power (Mann and Ferenbok 2013) and authority (Ali and Mann 2013) are central to surveillance and
sousveillance, but it also joins more contemporary forms of sousveillance in moving beyond the traditional
audio/video mode of sousveillance (Mann 2002), exploring the use of digital networks and databases to
promote new modes of watching the watchers. In the transition from audio/video sousveillance to various
forms of digital data sousveillance, theorists have focused on the confent of sousveillance while neglecting
the form of sousveillance. Cypherpunk sousveillance revitalizes our attention to sousveillance form in the
context of contemporary digital data sousveillance.

Theories of classic forms of audio/video sousveillance are clear that both the content and the form of
sousveillance are important aspects of the practice. With classic sousveillance, the sousveiller uses
audio/video technology in response to audio/video surveillance, the resulting situation pits camera against
camera (Mann, Nolan, and Wellman 2003). This practice has been commonly used against law enforcement,
a practice called “cop watching” (Schaefer and Steinmetz 2014). In such a situation, the sousveiller collects
information about the recorded officer (or other subject) and can then later use the contents of the data as
part of the evidentiary basis for claims against power, such as in court proceedings (Ali and Mann 2013).
Sometimes sousveillance reveals information about surveillance practices (Mann, Nolan, and Wellmann
2003), and other times it simply provides general knowledge about powerful, surveilling institutions (Ali
and Mann 2013).

In addition to providing content to the sousveiller, the form of audio/video sousveillance imposes upon its
subjects a new media environment in which they are compelled to alter their behavior. In the context of cop
watching, Ajay Singh (2017) argues that citizens do not necessarily wait until police brutality is in progress
to record police actions but that in many instances such sousveillance is anticipatory. In a policing
environment he calls the Prolepticon, Singh (2017: 678) observes, “as cellphone-enabled citizens continue
to anticipate negative police encounters and film the actions of law enforcement, with footage remaining in
control of the citizen[s] who then use the internet to propagate these videos around the world, they are
creating an environment where officers no longer know if they are being surveilled, leading police to become
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self-disciplining subjects.” In Singh’s (2017) Prolepticon, it is not the content of the video recordings of the
police that are important; instead, it is the very omnipresence of the camera-equipped smart phone that is
important. When the police do not know when, where, or by whom they may be recorded, they must always
assume that they may be being recorded. Thus, they are more likely to refrain from behavior that they do
not want recorded and shared.

With the rise of datafication, dataveillance, and databases, new digital forms of this type of sousveillance
have emerged alongside classical audio/video sousveillance. These forms of digital data sousveillance have
been theorized regarding the contents of what the sousveillance reveals. Fernando van der Vlist (2017), for
example, has drawn upon the documents disclosed by Snowden to offer a “critical cartography” of the
United States’ surveillant assemblage, revealing the ways in which public and private partnerships constitute
the basis for contemporary digital dataveillance. Colin Burke (2020) has similarly mapped the United States
surveillant assemblage, drawing upon documents disclosed by WikiLeaks to demonstrate a method he calls
“digital sousveillance.” Finally, Shaul Duke (2019: 500) argues that data sousveillance—which he calls
“database-driven empowering surveillance”—is an effective tool for marginalized groups to monitor the
activities of their political opponents. This practice includes “all those initiatives that focus on building a
database of the surveillance-acquired data and disseminating information to provoke a change.” Though
Duke (2019) prefers the term “empowering surveillance” to ‘“sousveillance,” the idea is similar: that
databases can be used to watch the powerful from below. By moving beyond the audio/video mode of
sousveillance pioneered by Mann (2002), van der Vlist (2017), Burke (2020), and Duke (2019) show that it
is possible to use the contents of digital data sousveillance to understand and, perhaps, neutralize
surveillance and other forms of oppressive power in the digital age.

As a platform informed by cypherpunk ethics, WikiLeaks represents a form of cypherpunk sousveillance
that uses digital data sousveillance to collect documents and databases to distribute those documents to the
global public. Like other forms of digital data sousveillance, WikilLeaks enables the analysis of
sousveillance content to map surveillance assemblages and to understand the often-secret actions of the
powerful. Similar to the work called for by van der Vlist (2017) and Burke (2020), some of WikiLeaks’
publications, such as the Vault 7 collection, permit the mapping of the surveillance capabilities of the state.
Vault 7—which includes “thousands of pages describing sophisticated software tools and techniques used
by the [Central Intelligence Agency] to break into smartphones, computers and even Internet-connected
televisions” (Shane, Rosenberg, and Lehren 2017)—reveals to the global public previously unknown points
of data and device vulnerability, empowering individuals to change their security and privacy practices in
response to new information about their surveillance environment. Likewise, similar to the work called for
by Duke (2019), other WikiLeaks publications, such as the Iraqg War Logs, the Afghan War Diary, and US
State Department cables, permit publics to understand how powerful state actors and military personnel
conduct their affairs behind closed doors, providing a chance for democratic oversight (Benkler 2011;
Assange 2015). WikiLeaks therefore practices data sousveillance to provide citizens and publics around the
world with information about their surveillance situation and with general information about powerful
actors.

But there is another perhaps even more important sense in which WikiLeaks represents cypherpunk
sousveillance, for sousveillance does not merely inform us about surveillance or report data on elites’
activity, it also intervenes to alter power relations at the system level through its very form. Similar to the
Proleptic cop watching described by Singh (2017), for instance, WikiLeaks provides an anticipatory
platform for whistleblowers. While WikiLeaks does receive and publish documents about a wide array of
abuses on an ongoing basis, according to Assange (2006), the sousveillance enabled by WikiL.eaks turns
every insider into a potential source, leaker, or whistleblower. To paraphrase Singh (2017), WikiLeaks seeks
to create an environment where political and economic elites no longer know if they are being surveilled,
leading them to become self-disciplining subjects.

To understand the implications of Wikil.eaks’ intervention, we can draw upon Steve Mann’s (2002)
discussion of open-systems, closed-systems, and feedback loops. Following the September 11 terrorist
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attacks, the US government implemented a series of national security measures that simultaneously
increased government secrecy and government surveillance. These steps were taken, of course, in the name
of stopping terrorism. Mann (2002), however, argues that the government took the wrong perspective on
terrorism. For while the government was convinced that it was an apparent lack of surveillance that allowed
the 9/11 terrorists to slip past intelligence agencies, Mann (2002) argues that terrorism is a response to a
seemingly unaccountable government. Whereas the government believed that privacy enabled terrorists,
Mann (2002) argues that secrecy inspired terrorists. So, to make the government even more secret was to
exacerbate the problem. Without proper external feedback, an increasingly secretive government will only
continue to consolidate power unchecked. As Mann (2002) puts it, “Secret organizations often run open-
loop, without the normal feedback mechanisms that provide important checks and balances... It is not
privacy that is the cause of the problem. It is not the unphotographed, unfingerprinted, unsurveilled citizens
who are to blame, but, rather, it is the larger pressure cooking machinery that needs to be stopped.” Mann
(2002) suggests that the mere act of effectively “watching back,” so to speak, changes the operation of the
system by modifying the feedback.

In a similar manner, Assange (2006) argues that secrecy is the primary cause of all government corruption,
wrongdoing, and authoritarianism, and that by creating a condition of seemingly omnipresent sousveillance,
it is possible to reduce secrecy and therefore the harms that result from corruption. Assange (2006) defines
“conspiracy” as the making of secret plans and jointly committing harmful actions; based on this definition,
all harmful government and corporate policies that are enabled by secrecy are conspiratorial. Governments
keep their harmful, nefarious plans secret because if the public were to find out about and disapprove of the
plans, then the plans could be stopped before they are implemented. But as Assange (2006) observes,
modern governments require massive bureaucracies to properly function, and because bureaucracies in the
digital age keep their records on computer networks, it becomes increasingly easy for insiders to disclose
large document caches. While Assange’s hacker ethic forbids the stealing of documents (Dreyfus and
Assange 2012: 79; Assange 2011: 93), it does not preclude the creation of an encrypted whistleblowing
platform. “We have come to the conclusion,” Assange wrote at the moment of WikiLeaks’ founding, “that
fomenting a worldwide movement of mass leaking is the most effective political intervention available to
us” (qtd. in Greenberg 2012: 131). When documents are leaked from powerful institutions, the otherwise
open loop closes in two ways. On one hand, there is the content: publics can read the documents and express
their disapproval of the revealed plans, potentially preventing those plans from being enacted (Assange
2016). On the other hand, there is the form: because it never knows when it is being watched from its own
insiders, the institution itself constricts its internal communication networks, undermining its own ability to
properly function and thus undermining its ability to carry out nefarious plans (Assange 2006; Bady 2010;
Brunton 2011).

Cypherpunk sousveillance, then, makes two important contributions to the theory and practice of
sousveillance. First, as discussed above, in the transition from audio/video sousveillance to digital data
sousveillance, theorists have tended to increasingly focus on content rather than form. Cypherpunk
sousveillance redirects our attention back to the form of digital data sousveillance and allows us to see how
Singh’s (2017) Prolepticon can be expanded beyond audio/video modalities. Second, because of the central
role of crypto in cypherpunk ethics and cypherpunk epistemology, cypherpunk sousveillance also shows us
that crypto need not be understood solely for its privacy-enhancing functions. Ali and Mann (2013) suggest
that crypto and “veillance” are unrelated, but the cypherpunks show that crypto can be used to promote
sousveillance through the construction of encrypted whistleblowing and publishing platforms.

Battle of the Black Holes: NSA and Google vs. Cypherpunks

Cypherpunk ethics offers a normative framework for engaging digital surveillance technologies;
cypherpunk epistemology reflects a form of data activism that combines pro-active and re-active strategies
to challenge existing distributions of surveillance, information, and power; and cypherpunk sousveillance,
as a product of the first two, provides a method of putting the cypherpunk call for transparency for the
powerful into practice. Taken together, the cypherpunk worldview provides a novel perspective on our
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contemporary surveillance situation because the basic principles and practices called for by the cypherpunks
mirror the principles and practices of the most powerful public and private surveillance institutions: the
NSA and Google. Using Bossewitch and Sinnreich’s (2012) notion of “information flux,” it becomes
possible to see that the NSA and Google both strive to be what they call “black holes,” which means they
work to collect as much data about others as possible while simultaneously working to prevent emitting any
data fo others. In a world dominated by such institutions, the cypherpunks provide an appropriate response,
for in practicing “privacy for the weak, transparency for the powerful,” they advocate the use of crypto to
simultaneously protect one’s individual data while collecting data about large, powerful organizations. In
this sense, cypherpunk ethics provides individuals with concepts, practices, and tools necessary to navigate
the world in a time of mass digital data collection.

Adapting the notion of flux—defined as “the rate of flow of ‘stuff’ passing through a given surface”—
Bossewitch and Sinnreich (2012) argue that contemporary information flows can be conceived of as fluxes.
They note that, in recent decades, the volume of information flowing across networked spaces has increased
exponentially, but because these flows are multidirectional—passing to, from, and between individuals,
organizations, and systems—it is necessary to understand how each entity in an information network relates
to the network. Studying a whole information network—such as the total aggregate information flows within
a country like the United States—would allow us to understand the net direction of information movement.
To do so, we would need to understand which entities emit and collect information and to what degree.
Importantly, Bossewitch and Sinnreich (2012: 227) argue that determining information flux helps us
understand “the emerging knowledge/power dynamics™” under contemporary surveillance regimes and
within a networked society.

Bossewitch and Sinnreich (2012) explain that there are three modes of information flux: neutral, positive,
and negative. They note that these terms are not normative; the terms simply describe the types of flow and,
in some cases, a negative information flux can be good, and a positive information flux can be bad. Neutral
flux describes a state of affairs in which all parties have equal and open access to all information, a situation
of “perfect transparency.”®

For Bossewitch and Sinnreich (2012), in our contemporary surveillance situation, the two most important
fluxes are positive and negative. Positive flux describes a state of affairs in which one person or institution
leaks or emits more information than it collects, meaning that other actors have relatively greater access to
information than this person or institution. Negative flux describes a state of affairs in which one person or
institution collects more information than it leaks or emits, meaning that this person or institution has
relatively greater access to information than other actors. If information is power, then those persons and
institutions who desire power will attempt to maintain the strongest possible negative flux. Some actors will
attempt to be what Bossewitch and Sinnreich (2012: 11-12) call a “voracious collector,” an actor that
pursues an intensive information-gathering strategy without necessarily trying to prevent themselves from
emitting any data. However, other actors who desire even more power will attempt to become what
Bossewitch and Sinnreich (2012: 232) call a “black hole,” an actor that “attempts to collect and analyze as
much information as possible from the outside, while leaking as little as possible.” In a sense, information
black holes parallel the notion of data activism, for to become a black hole, a person or institution must
simultaneously seek out information (pro-active) and defend their own data (re-active). In Bossewitch and

6 This situation of neutral flux describes a social situation reminiscent of Brin’s (1998) transparent society or Ali and
Mann’s (2013) Veillance society (or a situation of equiveillance [Mann and Ferenbok 2013]). Jean-Gabriel Ganascia
(2010) has argued that we have already achieved this type of transparent society. While it is true that personal
computers and smart devices decenter the power to watch to a degree, this view fails to consider the net information
flux of overall information systems. While I reject the notion that we have achieved a transparent society, I would
also argue that even the call for a transparent society not only misunderstands power dynamics but also dangerously
undermines personal privacy, the benefits of which and the threats to which have been detailed by scholars for a half
century (Westin 1967; Benn 1971; Greenwald 2014; Sloan and Warner 2015; Zuboff 2019).
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Sinnreich’s (2012) conception, a black hole is both polysemic and holistic because it uses discrete but
complementary strategies to increase its power and reinforce its position within an information system.

The black hole strategy is best embodied in the world’s two most powerful surveillance institutions: the
NSA and Google. The NSA is a black hole of information flux because it wants to know everything about
every person and organization outside of its walls while simultaneously defending its own extreme
secrecy—an absolute negative flux. On one hand, documents disclosed by Edward Snowden revealed that
one of the NSA’s surveillance mottos is “Sniff It All, Know It All, Collect It All, Process It All, Exploit It
All” (qtd. in Greenwald 2014: 97). Glenn Greenwald (2014: 94) captures the NSA’s desire to know
everything: “The agency is devoted to one overarching mission: to prevent the slightest piece of electronic
communication from evading its systemic grasp.” On the other hand, the NSA has always been highly
secretive about its internal operations, a disposition that has inspired jokes that NSA stands for “No Such
Agency.” Not only was the NSA created by a secret executive order, the US government denied its existence
for the first ten years it was operational (Bamford 1982). Famously surrounded by “the Triple Fence,” the
NSA headquarters at Fort Meade is a paradigmatic representation of organizational secrecy. As Steven Levy
(2001: 15) writes, “the triple-depth electrified and barbed-wire fence surrounding its headquarters was not
only a physical barrier but a metaphor for the NSA’s near fanatical drive to hide information about itself
and its activities.” While Snowden’s disclosures demonstrate that not even NSA-level secrecy can prevent
all data leaks, the NSA nevertheless strives to become a black hole, attempting to achieve an absolute
negative information flux in which all information comes in and no information goes out.

Google, the NSA’s private sector surveillance sibling, also strives for black hole status. While we might be
tempted to think that Google imitates the NSA, the reverse is in fact true. As Shoshana Zuboff (2019) notes,
after 9/11, the NSA sought Google’s assistance with their surveillance objectives and tried to imitate the
Silicon Valley giant. Motivated by the need for advertising revenue, Google became aggressive in its data
acquisition, collecting anything and everything it could about its users; this surveillance capitalism model
eventually pushed Google to expand beyond search, offering email, browsers, operating systems, and smart
phones, all of which would allow Google to swallow up massive amounts of data about user activity. In a
sense, Google is the “Sniff It All, Know It All, Collect It All” institution of the private sector. Also like the
NSA, Google is highly secretive, especially about its algorithms, for the company’s ability to collect data—
often without users’ knowledge—is the key to its financial success. Commenting on the company’s secrecy,
former Google executive Douglas Edwards states, Larry Page “opposed any path that would reveal our
technological secrets or stir the privacy pot and endanger our ability to gather data” (qtd. in Zuboff 2019:
89). Rather than offer users the chance to provide informed consent for its data gathering, Google instead
opted to work in “total secrecy” (Levine 2018). Like the NSA, Google is not necessarily completely
impervious to leaked information, but it shares the drive to become an information black hole by maintaining
the strongest possible negative information flux.

In relation to the information black holes created by these two enormous surveillance institutions (among
others), cypherpunk ethics advocates a simple response: become a black hole yourself. The cypherpunk
slogan “privacy for the weak, transparency for the powerful” calls for citizens and activists to not only
defend their own individual privacy but also to collaborate on privacy-enhancing and transparency-
enforcing projects. The principles of cypherpunk ethics allow individuals to learn about, understand, and
use technological tools in order to create for themselves a negative flux of information, helping them respond
to their surveillance surroundings by simultaneously protecting their personal or organizational data (re-
active) and gathering all possible data about their networked environments (pro-active). Translating
cypherpunk ethics into the technical language of the NSA, we might say that “privacy for the weak”
corresponds to the NSA’s practice of communications security (COMSEC), while “transparency for the
powerful” corresponds to the NSA’s practice of signals intelligence (SIGINT) (Bamford 1982: 57). While
the NSA is both collecting all unencrypted communications of others and ensuring that its own
communications are protected with the strongest encryption possible, the cypherpunks call for individuals
to reverse this practice, turning it back upon the governmental and corporate institutions that seek to
consolidate power.
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While privacy is an obvious and well-established concern of the cypherpunks (Levy 2001; Greenberg 2012),
that concern takes on new meaning when placed in conjunction with cypherpunk sousveillance. Assange
(2011: 22), for example, has argued that WikiLeaks is “an intelligence agency of the people,” and in this
sense, it mirrors the work of the NSA but from the position of the powerless. For Assange, the primary
difference between WikilLeaks and traditional state intelligence agencies is that the former publishes—
meaning it makes public the results of its investigations—while the latter does not (Scahill 2017). This
distinction is crucial because if WikiLeaks is indeed an intelligence agency of the people, if it is indeed an
organization that practices cypherpunk sousveillance, then it is one means by which whistleblowers,
journalists, and activists can challenge black holes like the NSA, Google, and other public and private
institutions, contesting the power dynamics of our modern surveillance society and achieving accountability
for the powerful. As the embodiment of pro-active data activism, WikiLeaks seeks to play a role in
preventing powerful surveilling institutions from achieving the absolute negative information flux they seek.

To be sure, just as the NSA and Google cannot achieve absolute negative flux, neither can individuals. But
achieving an absolute negative flux is not the purpose of cypherpunk ethics. If cypherpunks advocate the
protection of privacy, and if privacy is the ability to freely and selectively reveal oneself to the world, then
an absolutely negative flux is not merely impossible but also undesirable, for it would entail breaking off
normal human relationships, a result that is anathema to the cypherpunk ethos. Nevertheless, cypherpunk
ethics does at least offer what Bossewitch and Sinnreich (2012) argue is needed, namely, a simple model
for understanding how practical engagement with technology and networked communication systems can
help individuals exercise their agency over information flows and manipulate them in the service of restoring
fair power balances.

This discussion of information flux and black holes allows us to construct a more dynamic conception of
the relationship between surveilling institutions and resisting social movements. Journalist Yasha Levine
(2018:203-204), for example, describes the cypherpunk movement as the mirror image of the public-private
surveillance apparatus in the US, writing:

The cypherpunk vision of the future [is] an inverted version of the military’s cybernetic
dream pursued by the Pentagon and Silicon Valley: instead of leveraging global
computer systems to make the world more transparent and predictable, cypherpunks
wanted to use computers and cryptography to make the world opaque and untrackable.
It was a counterforce, a cybernetic weapon of individual privacy and freedom against a
cybernetic weapon of government surveillance and control.

While this explanation is somewhat insightful, it is limited. When we conceive of the relation between
Pentagon and Silicon Valley institutions and the social movements that challenge their power in terms of
information flux, we see that there is not an “inverted” relation. Instead, we see that the contest over
information flows occurs between various entities who attempt to impose some control over the overall flux.
The Pentagon and Silicon Valley are concerned about more that transparency, for they desire transparency
for others and secrecy for themselves. Likewise, the cypherpunks are not merely concerned with privacy for
the weak; they also seek transparency for the powerful. The battle is not between transparency and privacy.
The battle is a competition between black holes who seek to impose a regime of information flux conducive
to their interests.

Conclusion

Twenty years ago, David Lyon (2001: 33) wrote that “Surveillance is diffusing decisively into society at
large, although it should be noted that this does not mean that the capacity to answer back has now exceeded
the power of state surveillance upon its citizens.” Ten years ago, Kate Shilton (2010: 147) argued that the
ability to answer back still had not been achieved, but she added that “the emergence of participatory
sensing,” the use of data to empower individuals and movements against governments and corporations,
“brings us closer to such a possibility.” Yet today, it seems as though we are still quite far off from the
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ability to meaningfully “answer” the surveillance assemblage. In this paper, I have argued that the
cypherpunk movement provides, in the words of Bossewitch and Sinnreich (2012), a simple and effective
model of resistance and participation. Cypherpunk ethics offers a normative principle calling for privacy for
the weak and transparency for the powerful. Cypherpunk epistemology presents cryptography as an
effective means for simultaneously pursuing the re-active and pro-active data activism that the movement’s
normative principle requires. Cypherpunk sousveillance is a practice designed to realize the pro-active aim
of transparency for the powerful, while emphasizing benefits or effects of both the form and content of
digital data sousveillance. Taken together, the cypherpunk worldview calls for individuals to become (or at
least approximate) information black holes, the mirror image of the dominant government and corporate
nodes in the surveillance assemblage.

This paper also contributes to several areas of scholarship in surveillance studies and beyond. First, this
paper extends previous scholarship on WikilLeaks, surveillance, and sousveillance by articulating the
cypherpunk content form which WikiLeaks grows (Fuchs 2011; Andrejevic 2014; Mortesen 2014). Second,
this paper revives discussions of sousveillance form in the content of contemporary digital data
sousveillance, which is important because the contents of sousveillance documents are often subject to
highly debated and competing interpretations (Mortesen 2014; Reilly 2015). Third, this paper expands
surveillance studies discussions of cryptography, pushing the conversation beyond crypto’s role in
achieving privacy and raising important insights about crypto’s possible roles in sousveillance (Leistert
2012; Verde Garrido 2015). Fourth, this paper shows that the cypherpunk model of data activism
successfully synthesizes transparency activism and privacy activism into a meaningful whole, providing a
possible model for scholars and other activists do to the same. Finally, Lee Wilkins and Renita Coleman
(2004) argue that practitioners build their moral worlds through action and reflection, which means that
theory and practice inform each other. By considering the ideas and theories of activists like the
cypherpunks, scholars can more effectively reflect on and question the dominant narratives and ways of
knowing that structure their own epistemic milieu (Milan and van der Velden 2016).

The cypherpunk paradigm “privacy for the weak, transparency for the powerful” offers a compelling
strategy of response to the contemporary use of surveillance by powerful institutions, and cypherpunks
provide technological, moral, epistemic, and practical means of achieving the world they envision.
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